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Cities are easy prey for cybercriminals. S e
Here's how they can fight back ~

Lloyds estimates that New York city alone could face
over $2.3 billion in cyber-related losses in 2020. Given
their snowballing deficits, cities can ill afford the
burgeoning costs of these digital incursions.

Amount of monetary damage caused by reported cyber crime to the IC3 from 2001 to
2018 (in million U.S. dollars)

KEIZHIT5H 4 /N\—KE
“ | OBRBEOEB 20015~)
Make no mistake: the world is in the early stages of a techno-war against city e = -U- ’r / {_Iﬂg 'i201 8E

governments and urban infrastructure. And while some cities have bolstered their =E -] *n ==y
% =
Fiaert Mugoah capabilities to patch their vulnerabilities, they are entirely unprepared for the scale 75\ b l&\iE o 0) E ﬁE [j: ~

27T FILIZEL TLVA,

of cyberthreats that are coming.

Marc Goodman

The scope of the cyber threat to cities is becoming
clearer. According to industry experts, more than 70
percent all reported ransomware attacks in the U.S.
target state and local governments. At least 180 public
safety call centers were also targeted in the last two
years. (FE%) The impacts of the cyber threat should

. He# : WORLD ECONOMIC FORUM,
not be taken ||ght|y https://www.weforum.org/agenda/2019/09/our-cities-are-increasingly-vulnerable-to-cyberattacks-heres-how-they-can-fight-back/
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