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DARPA Al Cyber Challenge Aims to Secure
Nation’s Most Critical Software

New competition challenges the nation’s top Al and cybersecurity talent to automatically find
and fix software vulnerabilities, defend critical infrastructure from cyberattacks

OUTREACH@DARPA.MIL
8/8/2023

AlCyberChallenge.com
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Cybersecurity Incident
& Vulnerability Response Playbooks
Operational Procedures for Planning and

Conducting Cybersecurity Incident and Vulnerability
Response Activities in FCEB Information Systems
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THE WHITE HOUSE

The Spirit of Camp David: Joint
Statement of Japan, the Republic of
Korea, and the United States

Eff™ » BRIEFING ROOM » STATEMENTS AND RELEASES

We, the leaders of Japan, the Republic of Korea (ROK), and the United
States, convened at Camp David to inaugurate a new era of trilateral
partnership. We do so at a time of unparalleled opportunity for our
untries and our citizens, and at a hinge point of history, when
geopolitical competition, the climate crisis, Russia’s war of aggression
against Ukraine, and nuclear provocations test us. This is a moment
that requires unity and coordinated action from true partners, and it is
amoment we intend to meet, together. Japan, the Republic of Korea,
and the United States are determined to align our collective efforts
because we believe our trilateral partnership advances the security
and prosperity of all our people, the region, and the world. In this
spirit, President Biden commended President Yoon and Prime
Minister Kishida for their courageous leadership in transforming
relations between Japan and the ROK. With the renewed bonds of
friendship—and girded by the ironclad U.S.-Japan and U.S.-ROK
alliances—each of our bilateral relationships is now stronger than

ever. So too is our trilateral relationship.
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https://www.whitehouse.gov/briefing-room/statements-releases/
2023/08/18/the-spirit-of-camp-david-joint-statement-of-japan-
the-republic-of-korea-and-the-united-states/
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ANNUAL THREAT ASSESSMENT

OF THE U.S. INTELLIGENCE COMMUNITY
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Malpedia
https://malpedia.caad.fkie.fraunhofer.de

Alienvault OTX
https://otx.alienvault.com

ETDA Threat Actor Library
https://apt.etda.or.th

CyberMonitor
https://github.com/CyberMonitor/
APT CyberCriminal Campagin Collections

APTNotes
https://github.com/aptnotes

SecureWorks
https://www.secureworks.com/research/threat-
profiles

MITRE ATT&CK® Data
https://github.com/mitre-attack/attack-stix-data
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* Electronic Transactions Development Agency

Groups Tools Search Statistics

R i

Home Search

Threat Group Cards: A Threat Actor Encyclopedia

Main menu

« Browse threat groups
= Browse their tools

* Search

« Statistics

Introduction

Welcome to the portal version of our book "Threat Group Cards: A Threat Actor Encyclopedia”, a free PDF we first published in 2019 on the ThaiCERT
brand and that can still be downloaded here (8 july 2020, outdated now).

When analyzing security incidents we always face the question which adversary we are possibly dealing with and what we know about their prior
engagements and TTP, to get a better understanding of how to approach and what else to look for.

This portal aims to create full profiles of all threat groups worldwide that have been identified with all research generously shared by anti-virus and
security research organizations over the years. It can be used as “threat group cards”, as the portal title suggests, to have everything together in an
elaborate profile for each threat group. All dates shown in the cards are the dates when the stated activities started, not necessarily when the reports
about them came out.

All information in this portal comes from public sources (OSINT). The difficult part of attributing campaigns to actors has been dene by those security
research organizations as well. What makes this difficult is the fact that there may be some overlap between threat groups, where they share tools or
people move between groups, or when groups suddenly change tactics or type of target.

Not all groups have been publicly documented as well as others; most groups have remained rather obscure and, of course, not all individual campaigns
resulted in public knowledge — targeted companies usually don’t welcome such exposure.

ETDA has a strictly neutral role and everything collected in this portal does in no way signify specific endorsements, placing blame on countries or taking
sides.

With that said, compiling this data has been a tremendously interesting journey into the dark world of cybercrime and the groups associated with it.

S1EFEGIFRFEKE(ETDA)

https://apt.etda.or.th/cgi-bin/aptgroups.cgi
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DEFENSE_EVASION

Tactics: DEFENSE_EVASION
Tags: #mitrefattack/tactics/TAO005

Defense Evasion - TAOOO5

Description

more on Defense Evasion 7
The adversary is trying to avoid being detected.

Defense Evasion consists of techniques that adversaries use to avoid detection throughout their
compromise. Techniques used for defense evasion include uninstalling/disabling security
software or obfuscating/encrypting data and scripts. Adversaries also leverage and abuse
trusted processes to hide and masquerade their malware. Other tactics’ techniques are cross-
listed here when those techniques include the added benefit of subverting defenses.

*Y—Jb: obsidian
T—%: https://github.com/6r3g9/ATTACKmd
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