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o H#: Suspected Russian Activity Targeting Government and Business Entities Around the Globe
(2021 12H6H. Mindiant) https://www.mandiant.com/resources/russian-targeting-gov-business
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o B ACTINIUM targets Ukrainian organizations (202252 H4H. Microsoft DEEERFT)
https://www.microsoft.com/security/blog/2022/02/04/actinium-targets-ukrainian-organizations/
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* Digital Shadows D=7 YAN—BREATIIITIR PFIRANTHSD Chris
Morgan Kl&. IREFR CEREEEHRDIREDEREIEHEHTEEIE R TS,

B8 24 billion usernames and passwords available on the dark web — an increase of 65% in just two years ( digital shadows_ )
https://www.digitalshadows.com/press-releases/24-billion-usernames-and-passwords-available-on-the-dark-web-an-increase-of-65-in-just-twc

© 2022 TOSHIO NAWA TLP:CLEAR 10


https://www.digitalshadows.com/press-releases/24-billion-usernames-and-passwords-available-on-the-dark-web-an-increase-of-65-in-just-two-years/

FEIARIHAN=FEHDORINILELRIL (EERZZER)

N/

« BERICCQBEDHENICHEITAEHDIC.FERIP JOFI T —EXZER

o T=HRAILAE DT Qv 1—9—FOIS LA RO TOTILNSERINEEANSTF—y=mET3)F
=B EUE j(?“??t]%ﬁ*‘)l TFOEERDOXRY T —2DOFBNFRIEINTLS
d—H 7O AFBEZ[BIE T D (F—9IED ) VT REEDEENSDUIIZARELTHRIND)
T&JLJ’md)i’daiILa%%)E%Hﬂ*ul\U IDICHBDHRANZETOFVELT7ZOERICHATS
H—EXZ=ERHT D,

© 2022 TOSHIO NAWA TLP:CLEAR



DOSAFERTREUZ AN -

20221 8~2A: DVPBOBMtEE» 35 BT

© 2022 TOSHIO NAWA TLP:CLEAR



JTEDEBAMESHORETE

* 2022 F£1 B 13 B, 7314 F IR ZE<ERDOEA. JEZF. [FHRRiTHEHZEE
HICERS Nz WhisperGate YV I I 7PIE SOV LTI DLOICRZADNENE

BIUNA DX LHEL BREEERE T WRD T /1 A Z=EHETEEIC T DikiE
BRIDED Th o7,

o B Destructive malware targeting Ukrainian organizations (202251H 15H. Mindiant)
https://www.microsoft.com/security/blog/2022/01/15/destructive-malware-targeting-ukrainian-organizations/
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o H4HA: ESET research M'Y—b (2022F2H24H. ESET)
https://twitter.com/ESETresearch/status/1496581904916754435

° HermeticWiper | New Destructive Malware Used In Cyber Attacks on Ukraine (202292 H23H. SentinallLab)
https://www.sentinelone.com/labs/hermetic-wiper-ukraine-under-attack/

° Ukraine: Disk-wiping Attacks Precede Russian Invasion (202282 H24H. Symantec)
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/ukraine-wiper-malware-russia
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HE#: Gary Warner's Post(7 (1) —"—F—)

https://www.linkedin.com/posts/garwarner_cyber-attacks-against-several-prominent-ukrainian-activity-6887753187915309056-CCKl/
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o B! Viasat Investigating KA-SAT Outage Due to Potential Cyber Event (2022528 28H. Access Intelligence)

https://www.satellitetoday.com/cybersecurity/2022/02/28/viasat-investigating-ka-sat-outage-due-to-potential-cyb
er-event/
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° FFIC. T Y EHELTE ESHDERETN TN TV,

° B Ki6epataka rpynu Sandworm (UAC-0082) Ha 06'ekTn eHepreTvku YKpaiHu 3 BUKOPUCTaHHAM

wkiaaveux nporpam INDUSTROYER2 ta CADDYWIPER (CERT-UA#4435) (202248 10H. CERT-UA)
https://cert.gov.ua/article/39518

TLP:CLEAR



https://cert.gov.ua/article/39518

SEHIARSHAN—FZEDORINLE LRI (BERE)
s SEEZEMDBEEIRFESEFESADIT

125D T—YIEIE. 2022F458H

(B)RICEFTINDRTI1—IVHHRE
SNTLV=,

o 2O/\F 7 Eset& KEMicrosoft DIAZEE D
BHEZFIZ00514FIF. CNEMNETS
N3RNICETE<CENTE T,

o FAN—TFIUTAHHEESIT. COKE

. OV7EOXZEEZZIT1Z0IV—TThd
U RTJ—/A(Sandworm) IC KW HEENT SN

feEHELTULD,

o OV DIZRELLFR, D01 FICT DA
N—BEDHRT, HEFRLIEDTH DT,

© 2022 TOSHIO NAWA

REWARD OF UP T0 $10 MILLION

FOR INFORMATION ON RUSSIAN GRU OFFIGERS AND HACKERS

ARTEM These individuals participated in malicious cyber ¥ 2
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Fraud and Abuse Act.
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https://twitter.com/RFJ_USA/status/1518983587697147906
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D DI +% DDoS WEL Tz,

« 2022 F 7HS5H - TEIVRNYBIC, FUFTTEKRES., gifi0mEs. B &8
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* 2022 FF 8 H15H .-+ OV7IXIEBRGIREXNZINZEN TS EFRUIZE.
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B 7R UCTERUVTEZEEN S S,
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BEICEHERUE,
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s FICLAV— 4 (FSURIR—REB,/ SYN ISYRHE)ELAY— T (ZTU5—I3 @/
Ja—XR)woKEE)D DDoS WEETHY ., ¥—TVhZBEL.SE DT T, FHICTHE
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o JI—X1: ACKIJZYR. DNSIEIR. IPTS I X FT—3 VINEE
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o JI—X3: IRJa—XR)wWIOKREE X T—MMEERE

* DDOSIEEWITLU TITHNBSSH/I\MI v I REEZRITT Do
o HIERREDNLFTERTIN CTLVBIRREICH DT /NI RZEZENEL T, R—r22(SSH) LT
10Z#BABDIPPRLUANS YR E DL =AU HFEREZLENT 5,
o HE2EELELHITINZXFFILIRoot | TEH D, —EBIC. Tmcserver] (3DAIES—LMinecraft
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o V=~V T7EFRTM/I\N—TF1 )T B (onsc)D. Killnet FOFRO TP DINIT4E
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Document

Situatie site-uri cu activitate in contextul crizei Ucraina — Rusia,
plus adrese IP specifice utilizate in atacuri malware (15.09.2022)

Situatie site-uri cu activitate in contextul crizei Ucraina - Rusia,
plus adrese IP specifice utilizate in atacuri malware (detalii)

Situatie site-uri cu activitate in contextul crizei Ucraina - Rusia,
plus adrese IP specifice utilizate in atacuri malware

Situatie site-uri cu activitate in contextul crizei Ucraina - Rusia,
plus adrese IP specifice utilizate in atacuri malware (02.06.2022)

Situatie site-uri cu activitate in contextul crizei Ucraina - Rusia,
plus adrese IP specifice utilizate in atacuri malware (17 mai 2022)

Phishing-ul bancar

Situatie site-uri cu activitate in contextul crizei Ucraina — Rusia,
plus adrese IP specifice utilizate in atacuri malware (03.05.2022)

Situatie site-uri cu activitate in contextul crizei Ucraina — Rusia,
plus adrese IP specifice utilizate in atacuri malware (02.05.2022)

Situatie site-uri cu activitate in contextul crizei Ucraina - Rusia,
plus adrese IP specifice utilizate in atacuri malware (29.04.2022)

Data

2022/09/15

2022/06/30

2022/06/30

2022/06/02

2022/05/17

2022/05/03

2022/05/03

2022/05/02

2022/04/29

Dimensiune

4.67 MB

3.49 MB

9.43 MB

2.82 MB

1.31 MB

0.62 MB

8.54 MB

0.29 MB

0.99 MB

Afiseaza

Afiseaza

Afiseaza

Afiseaza

Afiseaza

Afiseaza

Afiseaza

Afiseaza

Afiseaza

https://dnsc.ro/doc/ghid
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Ntcnansi
Ambasada SUA in Roménia

d GHID DE

Asociatia Romani pentru Asigurarea SECURITATE

Securititii Informatiei (ARASEC)

CIBERNETICA

Asociatia Nationali pentru Securitatea
Sistemelor Informatice (ANSSI)

Centrul National de Raspuns la Incidente
de Securitate Cibernetica (CERT-R0)

ISBN: 978-973-0-33645-0

https://dnsc.ro/vezi/document/ghid-securitate-cibernetica-2021
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