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WEARINLIEZE. N—I3a VERHNEEINT T, —R. EROT7—LD I 7DEHFDLS(CHZ
FIH. ZORHEDIKAEICIVY FARITINTUS CERZNL ST,
ZLDEE. BROMEOBIEETEc. BENAZEICEDE T,

Naas —
IFARDIREE RET7—LDIT7DT7YVIF—k

é —————————————————— show clock ==-===smm==sean=s E —————————————————— show clock «=rs=eessammrsnas

7 7

8 8

9 18:44:16.635 JST Mon Jun B 2015 9 87:59:25.761 IST Wed [N 2018

ia 18

1T | wresmmres e show version -—---—-----cmooee 1| it e Show Version ——---=--sseinocoas

12 12

13 Cisco 105 Software, (3560 Software (C3560-IPBASEK9-M), Version 12.2(S8)SE1, RELEAS 13 Cisco I0S Software, C3560 Software (C3560-IPBASEK9-M), Version 12.2(58)SE2, RELEAS

14 Technical Support: http://www.cisco.com/techsupport 14 Technical Support: http://wew.cisco.com/techsupport

15 Copyright (c) 1986-2011 by Cisco Systems, Inc. 15 Copyright (¢) 1986-2011 by Cisco Systems, Inc.

16 Compiled Thu @5-May-11 @2:18 by prod_rel_team 16 Compiled Thu 21-Jul-11 @1:44 by prod_rel_team

17 17

12 ROM: Bootstrap program is (3560 boot loader 12 ROM: Bootstrap program is (356@ boot loader

19 BOOTLDR: C356@ Boot Loader (C3568-HBOOT-M) Version 12.2(53r)SEY4, RELEASE SOFTWARE 19 BOOTLDR: C3560 Boot Loader (C356@-HBOOT-M) Version 12.2(53r)SEY4, RELEASE SOFTWARE

28 20

21 uptime is 1 year, 13 weeks, 6 days, 8 hours, 12 minutes 21 uptime is 6 hours, 4 minutes

22 System returned to ROM by power-on
23 System restarted at @2:27:11 JST Mon Mar 3 2014
24 System image file is "flash:/c3568-ipbasekd-mz 122-58 5E1/c356@-1pbasekd-mz.122-58

¥S! retur Y power-on
3 System restarted at 81:54:31 IS Wed [N 2018
System i file is "flash:/c356@-ipbasekd-mz.122-58.SE1/c356@-1
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Complex Cybersecurity Vulnerabilities: Lessons Learned
from Spectre and Meltdown
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the Spectre and Meltd jown vulnerabilities and the steps taken to miti gate these vulnerabilities

ct 1a|\ﬂnccs W \T% conc Uct\nt uomplﬂ> C
c,bﬂr:ecul y, and how

—— COEE=(E, John Thune L& EEBIll
= Ms. Donna Dodsen, Chief Cybersecurity Advisor and Director of the National Cybersecurity ]
Center of Excellence, National Institute of Standards and Technology, U.S. Department of NelsonJ:B Eb\spectertMeltdOan
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« Dr. José-Marie Griffiths, President, Dakota State University =g
» Ms._ Joyce Kim, Chief Marketing Officer, ARM E%L/t_ %(L_’JL\T 1 20)‘@%’&( jt_qifﬂﬂk-
= Mr. Art Manion, Senior Vulnerability Analyst, CERT Coordination Center, Scftware Engineering %ﬁ(o

Institute, Carnegie Mellon University
Mr. Sri Sridharan, Managing Director, Florida Center for Cybersecurity, University of South
Florida
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OMMITTEE ON COMMERCE, SCIENCE
AND TRANSP( On

WASHINGTON, DC 20510-6125

& http//commerce.senate.go

February 15, 2018

Mr. Jeffrey P. Bezos <EHENE> . .

President, Chief Executive Officer. | 1- When and how did you first become aware of
and Chairman of the Board these vulnerabilities?

Amazon.com, Inc. 2. Which of your products are affected by these
410 Terry Avenue North vulnerabilities and how are they affected?

Seattle, WA 98109 .
3-10.<snip>

Dear Mr. Bezos:

Academic and independent security researchers,' some of whom were federally-funded,? recently
discovered three vulnerabilities in modern computer processers that have existed for more than
two decades.® These side-channel vulnerabilities.* which researchers have named “Meltdown”
and “Spectre,” could allow sophisticated hackers access to stored passwords, encryption keys,

and athar hinhlo cancitiva fafamaaiioe §
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One important recommendation was that a State should not conduct or knowingly support ICT activity that
intentionally damages or otherwise impairs the use and operation of critical infrastructure.
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Global Commission on the Stability of Cyberspace
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We will protect all of our users and customers everywhere.
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We will oppose cyberattacks on innocent citizens and enterprises from anywhere.
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We will help empower users, customers and developers to strengthen cybersecurity protection.
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Cybersecurity Tech Accord
https://cybertechaccord.org/
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&he New Pork Times

U.S. Cyberattack Hurt Iran’s Ability

to Target Oil Tankers, Officials Say By Julian E. Barnes
Aug. 28, 2019
| WASHINGTON — A secret cyberattack
' m* against Iran in June wiped out a critical

database used by Iran’s paramilitary arm
to plot attacks against oil tankers and
degraded Tehran’s ability to covertly target
shipping traffic in the Persian Gulf, at least
temporarily, according to senior American
officials.

Iran is still trying to recover information
destroyed in the June 20 attack and restart
some of the computer systems — including
military communications networks —
taken offline, the officials said.

https://www.nytimes.com/2019/08/28/us/politics/us—iran-cyber—attack.html
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Cities are easy prey for cybercriminals. N s
Here's how they can fight back PREREbEEE

Lloyds estimates that New York city alone could face
over $2.3 billion in cyber-related losses in 2020. Given
their snowballing deficits, cities can ill afford the
burgeoning costs of these digital incursions.

Amount of monetary damage caused by reported cyber crime to the IC3 from 2001 to
2018 (in million U.S. dollars)
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The scope of the cyber threat to cities is becoming
clearer. According to industry experts, more than 70
percent all reported ransomware attacks in the U.S.
target state and local governments. At least 180 public
safety call centers were also targeted in the last two

years. (FB&) The impacts of the cyber threat should
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