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3. REDUCE YOURATTACK SURFACE AREA

Isolate ICS networks from any untrusted networks, especially the Internet.b
Lock down all unused poris. Turn off all unused services. Only allow real-
time connectivity to external networks if there is a defined business
reguirement or control function. If one-way communication can accomplish
a task, use optical separation (“data diede™). If bidirectional communication

is necessary, then use a single open port over a restricted network path.
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Only one-way data flow is allowed from Level 4 to Level 3 and from Level 3 to Level 2.

Figure % Simplidied cyber security defensive archivectare

Supply Chain Problem
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