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Scene 1 (H-R Comm.)

Improvement of QoL
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Scene 2 (R-R Communication)
Networked Robots/Connected Agents
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Scene 3 (R-A.Car Connected Service)
Connected Service (RtoA.Car(Uber))
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Autonomous Car (A.Car(Uber))

Personal Mobility Assistant/Mobility as a Service
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SFC 25t Anniversary
loT/CPS Demonstration (10.10.2015)
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GE’s Industrial Internet of Things

- Product as a Service
- Preventive Maintenance / Predictive Apps
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IoT-III:

~5001& Entity
by 2020

Internet: Interconnection of Computer Networks
IoT: Internet of Things

Internet of Connected Things
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IoE: Internet of Everything
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CPS ! Internet of Controlled Things

IoT/IoE

IoT: Internet of Things
Internet of Connected Things
IoE: Internet of Everything
CPS: Cyber-Physical Systems (Internet of Controlled Things)
Systems for collecting, processing, analyzing data and controlling things in
Cyber-Physical Spaces.
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Observation of IoT Scanning (23/TCP) wy nicn)

Pandemic by BASHLITE,
MIRAI and et al
(700M Packets/day)

loT Device Scan
in 2014
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Sharing EconomyD &8
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Jeep201 5/ \ ‘y “j # ya\ (from wired.com)

http://www.wired.com/2015/07 /hackers-remotely-kill-jeep-highway
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Breaking News (11/2/2016)

The FTC authorized changes to the Digital Millennium Copyright Act (DMCA) that will allow Americans to do
hack their own electronic devices. Researchers can lawfully reverse engineer products and consumers can
repair their vehicle's electronics, but the FTC is only allowing the exemptions for a two-year trial run.
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Connected Car and Sharing Economy

Owned Autonomy Shared Autonomy

World's first driverless taxis

sa gervice

Source:nuTonomy

utonomous

. MODINYY a

Asset Owned Asset Shared
Today -
g Source:Uber
2 Shared Economy
(2]
&) § Source: Adam Jonas, Morgan Stanley (2015)
NG == with modification by NI

Everything as a Service

Mobility as a Service
Lack of Open loT Platform
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Open loT Platform

IOT/IOE@T 7 IJ 7_ :/ 3 yﬁ;}(by loT Analytics.com)
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Security by Design

Data Security
Remote Secure OTA Updates
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Data Security for Autonomous Driving
Correctness, Reliability and Authentication of

the data is crucial.

- Sensor
- Camera Fusion uC
- Radar - Graphics

Processor

- Lidar

Nﬂ © NICT. All rights reserved.

- Transmission
- Engine
- Braking

- SteerinJ
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Remote Secure OTA Updates
for ITS/loT Software/Firmware

Car Manufacturer /

Supplier Garage center
Communication
‘ Path
e
Communication Vehicle Mobile
Path Update Gatewa
Server / Head U Y
log database (Head Unit)
N_@? © NICT. All rights reserved.

Aftermarket Information
Device

On-board Information
Device

Power Management
Control ECU

Seat Belt Control ECU
Driving Support ECU
Parking Assist ECU
Skid Control ECU
etc.,
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Thanks for your attention

www.nict.go.jp
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